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Data Privacy Notices

Data Privacy Notice for People Referred to Foodbanks

Personal Information 
When you come to a foodbank for help, the foodbank will keep some information about you.  This is “personal data”, because it is about you as an individual, and it can be linked to you. The food bank is responsible for looking after your personal information.

What personal data do we hold?
The foodbank will keep the data that is on your foodbank e-voucher including; your name, address, and year of birth; information about your household including the number of other adults and children living with you; the reason you were referred. We will also keep a record of who gave you the foodbank voucher, where you give permission any dietary requirements, and a phone number; so we can contact you about the support we can offer. 

The organisation that referred you may have also asked you about your ethnicity. We use this information to help us to better understand if we’re meeting the needs of different groups in our communities. This is sensitive personal information, and we need your permission to hold it. You can choose not to provide this information and it won’t affect the help you receive in any way. Once you collect your food this information is anonymised (so that it can’t be linked to you).      

What is your data used for?
We only ask for information about you that we need. The reasons we need your information include:
1. To provide you with the help and support you’ve requested.
2. To report on the reasons why people need our help, and the support we’ve provided. 
I
f you’ve needed help from the foodbank more than once, we use this information to understand if you need other help, such as help maximising your income. In this situation we may be able to offer support directly, or with your permission, refer you to another organisation who can help

Who can see your data?
Your personal information is only seen by people who need to do so for foodbank reasons. It is not used for any other purpose. Your information is accessible to authorised people from this foodbank. If you go to a different food bank in the Trussell Foodbank Network, then authorised people from both foodbanks will be able to see your information – including your visits to the other foodbank(s).

Agencies who refer you to a foodbank can see information about you and your visits to the foodbank on the on-line system which they used to refer you. If an agency performs a successful search for someone with your name and postcode, they can see the date you last accessed help, but they can’t see any more detail, like your address or why you needed foodbank help unless they refer you.

Your personal information is stored in a secure database run by Trussell, who are a separate data controller. Trussell is a data controller registered with the UK Information Commissioner’s Office registration number Z279027X. Trussell uses your information for statistical, research and monitoring purposes to campaign for a future where no one needs to use a food bank. 

Trussell uses trusted suppliers to help run and manage the system. Where Trussell works with third parties, they have contracts or agreements in place to ensure your information is kept safe. For more information about how Trussell protected your information please visit https://www.trussell.org.uk/privacy 
  

How long will your data be kept?
Your personal information is kept for six years after the date you last received food. 
After six years, identifiable information about you, like your name and address, are removed from the database. This is known as anonymisation as the data can no longer be linked to you. We keep this information so we can effectively report on how the need for foodbanks has changed over time. We also need to show we have acted properly as a charity and used people’s donations in the right way. 

Your rights
You should be aware that the Data Protection legislation gives you a number of rights including the right to access the data about you that we have.


Data Privacy Notice for Food Donors and Food Donor Groups for Food Donors and Food Donor Groups

Personal data
When you or your organisation become a regular food donor for the foodbank, the foodbank will keep some data about you.  This includes some “personal data”, which relates to particular named people.  

What personal data do we hold?
The foodbank will keep data about you on an on-line data system.  
This will record the name of you or your group, and your main contact’s name, phone numbers, email address and postal address.   
This is the only data the foodbank will usually hold about you.  We do not get data about you in any other way.
There may also be information about you in emails.

How is your personal data kept safe?
The data is kept in a secure on-line database.  This can be accessed only with a login and password.  
We require all users of the system to sign a “data protection statement”.  This means they know they must keep your data safe, and only use it for the right purposes.  
We are as careful as possible to make sure no unauthorised person can log into the data system.  

What is your data used for?
Your data will be used only to contact you about food donations.  For example, this could be to advise you of shortage items, to thank you for donations, or to prompt you about delivery arrangements for harvest or Christmas donations.
We may also use your data to send you newsletters or information about the work of the foodbank.  There is a separate Data Privacy Statement for “Supporters”.  Please ask if you would like to see a copy of that Data Privacy Statement.

Who can see your data?      
Your data on the on-line system can only be seen by authorised people who have been given a login and password for the data system.  
We are as careful as possible to make sure no one else has access to your data. 

How long will your data be kept?
Your data will be kept while you are a donor or donor group.  
If you tell us you have stopped being a donor or donor group, we will delete your or your organisation’s data from the on-line system’s record of active donors.  
The data system will still record donation amounts and dates, but your contact details will not be kept. 

Your rights
You should be aware that the Data Protection legislation gives you a number of rights including the right to access the data about you that we have.


Data Privacy Notice for Financial Donors

Personal data
If you give money to the foodbank for help via a Standing Order or a Gift Aid agreement, the foodbank will keep some data about you.  This is “personal data”, because it is about you as a particular person, and it can be linked to you.

What personal data do we hold?
If you send us a Standing Order form, it will hold your name, address, email address, and bank account details.  
If you send us a Gift Aid form, it will record your name, address, email address, and bank account details.
Both of these forms may also record that you are happy to receive communications from us.
If you just send us money donations, our account records will just show your name, date and amount paid.

How is your personal data kept safe?
The originals of your forms, or a photocopy, are kept in a secure, locked filing cabinet at Truro Foodbank.  The key is only available to the foodbank manager, trustees and the treasurer.
The information is also held in a spreadsheet.  This file is password-protected and kept on a password-protected computer.

From time to time we claim Gift Aid money back from the government. When this happens, another spreadsheet is created which lists all the people whose Gift Aid we are reclaiming. This spreadsheet is also password-protected and kept on a password-protected compute>.

What is your data used for?
Your Standing Order form is used to tell your bank to make payments to the foodbank, and for our treasurer to keep track of those payments.
Your Gift Aid form is kept so that we can prove what Gift Aid money we can reclaim from the government.

Who can see your data?
The only people who have access to your data are the treasurer, trustees, the foodbank manager,  HMRC when reclaiming Gift Aid and our auditor.    
We are as careful as possible to make sure no one else has access to your data.

How long will your data be kept?
Your Standing Order or Gift Aid form will be kept for as long as it is in operation.
You can cancel your Standing Order or Gift Aid agreement at any time.
Your forms will then be kept for six years. This is so we could prove that our accounts are correct.  Charity law means we may need to be able to prove this.

Your rights
You should be aware that the Data protection legislation gives you a number of rights including the right to access the data about you that we have.



Data Privacy Notice for Supporters

Personal data
There are many ways in which you can be a supporter of the foodbank.  Some supporters receive newsletters or similar updates about the work of the foodbank.  This Data Privacy Statement is for this group.  In this Data Privacy Statement, the word “supporter” means someone who receives newsletters or similar updates.
There are separate Data Privacy Statements for volunteers, food donor groups and referral agencies.  If you are in one of these groups, please also ask for its Data Privacy Statement, if you would like to see it.

What personal data do we hold?
If you are a supporter, we will hold your name and postal address, and/or email address and/or social media identity.

How is your personal data kept safe?
Your details are held in a spreadsheet.  This file is password-protected and kept on a password-protected computer.
You might have made contact with us through our website, using the “stay in touch” facility, or the “contact us” page.  If you have done this, your name and email address will also be stored on our website.  

What is your data used for?
Your data is only used to send you newsletters, social media posts or other communication about the work of the foodbank.  This may include requests for help with food donations, financial donations or volunteering help.

Who can see your data?
The only people who have access to your data are the foodbank manager,  newsletter editor, social media volunteer  and  admin volunteer.     
We are as careful as possible to make sure no one else has access to your data.

How long will your data be kept?
Your details will be kept as long as you are happy to receive newsletters or information.  
At any time you can tell us that you are withdrawing consent. If you do that, we will take your details off the mailing list. We may keep enough of your details to make sure we don’t send you any information by mistake. 

Your rights
You have a number of rights enshrined in Data Protection Legislation. These include the right to withdraw consent to the retention of your data and to have access to details of the data we hold.


Data Privacy Notice for Referral Agencies

Personal data
When your organisation becomes a referral partner for the foodbank, the foodbank will keep some data about you.  This includes some “personal data” which relates to particular named people.  
We also keep data about clients you refer to the foodbank.  There is a separate Data Privacy Statement for Clients. 

What personal data do we hold?
The foodbank will keep data about you in authorised to issue foodbank vouchers our on-line data system.
This records the name, address, email address, phone number, and name of principal contact at your organisation; and the name, job title and email address of any personnel authorised to make e-referrals	to the foodbank  
This is the only data the foodbank will usually hold about you.  We do not get data about you in any other way.
There may also be information about you in emails.

How is your personal data kept safe?
The digital data is kept in a secure on-line database.  This can only be accessed with a login and password.  
We require all users of the system to sign a “data protection statement”.  This means they know they must keep your data safe, and only use it for the right purposes.  
All our other volunteers also have to sign a confidentiality agreement.  
We are as careful as possible to make sure no unauthorised person can log into the data system.  For example, when a volunteer leaves the foodbank, we stop their access to the data system.

What is your data used for?
Your data is only used to
· Contact you if there is an important query about a client you have referred to the foodbank
· Keep in contact with you, for example to seek a meeting or invite your organisation to an event

How long will your data be kept?
If you stop being a referral agency, we will delete you from the online data system as an active referral agency.  
The on-line data system also records data from all foodbank vouchers.  These will continue to show the name of the agency and the agency worker that issued a voucher, and their contact phone number.  

Your rights
You should be aware that the Data protection legislation gives you a number of rights including the right to access the data about you that we have.


Data Privacy Notice for Foodbank Volunteers

Personal data
When you become a volunteer at the food bank, the food bank will keep some data about you.  
This is “personal data”, because it is about you as a particular person, and it can be linked to you.
What personal data do we hold?
The food bank will have gathered personal information about you on:
· Your application form
· Your interview form
· Your volunteer record
· Any policy you have signed e.g. Confidentiality Agreement or Photo Permission form
· Any records relating to problem solving or accident reporting, if relevant. 
The personal information may be held on paper or in an electronic format. 

The information held will be:
· Your name and contact details
· Your address
· Note on health issues (if relevant)
· Notes on unspent charges or convictions (if relevant)
· The name and contact details of your emergency contacts 
· Previous experience and qualifications
· Date of birth / age
· Driving information (if relevant)
· DBS record (if relevant)
This is the only data the food bank will usually hold about you.  We do not get data about you in any other way.
How is your personal data kept safe?
Where data is held about you on printed documents (such as your application form), this is kept in a secure, locked filing cabinet at Truro Foodbank. The key is only available to foodbank staff and trustees. Where data is held about you in computer files (such as your terms and conditions of employment), these are kept on a password protected computer.  
What is your data used for?
Your data is only used for purposes directly relating to your volunteering, particularly:
3. To work out the best volunteer opportunities for you
4. To contact you about your volunteering
5. To support your day-to-day management and development
6. To make sure you get the right medical care, if you are taken ill when volunteering
7. To contact the right person if you have an accident or are taken ill when volunteering
8. To ensure policies and guidance are properly managed 
9. To support proactive volunteer recognition. 
Who can see your data?
The only people who have access to your data are the food bank trustees and foodbank staff. We are as careful as possible to make sure no eon else has access to your data.

How long will your data be kept?
If we are unable to find a volunteer position for you, your application form will be kept for one year, unless you ask us to delete it sooner.
If you become a volunteer, then your data is kept for as long as you are a volunteer at the food bank.  
If you stop being a volunteer, we will keep your data for a further year.  This is so that we can contact you, if we need to ask you any questions about your time as a volunteer or if you require a reference for a new role. 
After a year your records will be destroyed, unless there is a reason why we still need to be in touch with you about your time as a volunteer.

Your rights
You should be aware that the Data protection legislation gives you a number of rights including the right to access the data about you that we have.




Data Privacy Notice for Foodbank Staff

Personal data
When you become an employee at the foodbank, the foodbank will keep some data about you. This is “personal data”, because it is about you as a particular person, and it can be linked to you.  

What personal data do we hold?
The foodbank will keep data about you in several ways, including details contained in your application form, your terms and conditions of employment, your HMRC PAYE records and your pension arrangements.
This is the only data the foodbank will usually hold about you.  We do not get data about you in any other way. There may also be information about you in emails.
In the event of a grievance, accusation or disciplinary matter, this will be recorded separately.

How is your personal data kept safe?
Where data is held about you on printed documents (such as your application form), this is kept in a secure, locked filing cabinet at Truro Foodbank. The key is only available to foodbank staff and trustees.
Where data is held about you in computer files (such as your terms and conditions of employment), these are kept on a password protected computer.  
HMRC PAYE and workplace pension data is accessed through a password-protected dedicated on-line service.  

What is your data used for?
Your data is only used for purposes directly relating to your employment, particularly:
10. To contact you about your employment, if we need to
11. To contact the right person, if you have an accident or are taken ill when at work
12. To maintain PAYE records required by HMRC, and records required by any workplace pension provider

Who can see your data?
The only people who have access to your data are the trustees, the treasurer and foodbank manager. We are as careful as possible to make sure no one else has access to your data system.  

How long will your data be kept?
Your data is kept while you are an employee of the foodbank.  
If you stop being an employee, non-financial data will be kept for one year.  This is so that we can contact you, if we need to ask you any questions about your time as an employee.  It also helps us if you ask us for a reference, because you are applying for a job or another volunteer position.  After a year these records will be destroyed, unless there is a reason why we are still in touch with you about your time as an employee
Financial records – including PAYE and workplace pension – will be kept for six years after you leave.  This is so we can prove that our accounts are correct, and that we have made the right payments.
We may keep records of any grievance, dispute or accusation for up to six years

Your rights
You should be aware that the Data protection legislation gives you a number of rights including the right to access the data about you that we have.
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